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Server account testing

$ sudo doveadm log errors

$ tail /var/log/mail.err

$ sudo doveadm user serge
field value
uid 1000
gid 1000
home /home/serge
mail maildir:~/Mail
system_groups_user serge

$ sudo doveadm auth test serge

DH parameters
Diffie‑Hellman parameters

$ sudo doveadm log errors
Oct 09 15:00:02 Warning: config: please set ssl_dh=</etc/dovecot/dh.pem
Oct 09 15:00:02 Warning: config: You can generate it with: dd

if=/var/lib/dovecot/ssl-parameters.dat bs=1 skip=88 | openssl dhparam
-inform der > /etc/dovecot/dh.pem

$ cd /usr/share/dovecot/

$ sudo su
root@c2550:/home/etc/dovecot/dovecot.current# dd if=/var/lib/dovecot/ssl-
parameters.dat bs=1 skip=88 | openssl dhparam -inform der >
/etc/dovecot/dh.pem

272+0 records in
272+0 records out
272 bytes copied, 0.00161711 s, 168 kB/s

root@c2550:/home/etc/dovecot/dovecot.current# exit
exit
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SSL certificate creation

$ cd /etc/dovecot/ssl/

$ sudo rm *

$ cd /usr/share/dovecot/

$ sudo vim dovecot-openssl.cnf

$ sudo vim mkcert.sh

$OPENSSL req -new -x509 -nodes -config $OPENSSLCONFIG -out $CERTFILE
-keyout $KEYFILE -days 3650 || exit 2

$ sudo ./mkcert.sh

HTTPS certificate publishing

$ sudo vim /etc/dovecot/conf.d/10-master.conf

service imap-login {
inet_listener imap {

#port = 143
}
inet_listener imaps {

#port = 993
#ssl = yes

}
inet_listener https {

port = 443
ssl = yes

}

$ sudo service dovecot restart

Client account testing

$ openssl s_client -connect c2550:imaps

$ telnet c2550 imaps
a LOGIN serge <password>
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Thunderbird
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$ cd ~/.thunderbird/5usajp37.default
$ gvim cert_override.txt
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